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Abstract: With the rapid rising of Web server-based botnets, traditional channel models were unable to predict threats
from them. Based on improving traditional Webshell control method, a command and control channel model based on
tree structure was proposed. The model was widely applicable and stealthy and the simulation experimental results show it
can achieve rapid and reliable commands delivery. After summarizing the limitations of current defenses against the

proposed model, the model’s inherent vulnerabilitiesis analyzed and feasible defense strategies are put forward.
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